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Better Governance, Better Boards, Better Meetings: Better Business 

Data security: Understanding the 
threat and evaluating the solutions 
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 Introduction 

The world is becoming smaller with the advancement of technology. As we 
become more connected, it is easier to interact and do business with 
people and organisations on the other side of the world almost instantly. 
The possibilities that this has opened up has truly revolutionised the way 
that we do business today. 

But with this great advancement also comes a great threat. Information 
and cyber security is one of the most frequently discussed topics in the 
boardroom according to the CGI group in a study conducted in 2016, with 
the amount of hacks and attempted data breaches increasing at an 
alarming rate. 

2016 saw a record 1,093 data breaches recorded in the US, affecting 
companies of all sizes as well as government agencies and they are by no 
means alone. In total, it is estimated that 1.37 billion data records were 
compromised last year, that’s an average of 44 compromised records per 
second.  

However, despite this large increase in both the attacks and the awareness 
of cyber threats, 52% of organisations that suffered successful cyber-
attacks in 2016 aren’t making or haven’t made any changes to their 
security in 2017. Even those who appear to have not yet been breached 
may have been, with hackers staying ‘hidden’ or inactive for on average 
140 days inside your systems, finding additional weaknesses and biding 
their time. 

In this whitepaper, we will ask if this threat is being taken seriously enough 
by organisations and if enough is being done to counter these attacks as 
well as providing some suggestions on steps your organisation can take to 
improve their information governance. 

“The time is coming for organisations to step up their 
information governance game and embrace the coming 
changes.” 

- Alister Esam, CEO, eShare 
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 The history of data security 

Newton’s third law states that for every action, there is an equal and 
opposite reaction, and it seems that this law also applies to 
technology. When a new piece of technology is created, an equal 
amount of time is put into trying to break it and use it against its 
intended users, and the invention of the internet was no exception. 

Just as the net was starting to catch on in 1988, curiosity led to an 
inadvertent attack. Computer science student Robert T Morris was 
curious as to the size of the internet, so wrote a small program to log 
the different servers that it visited on its travels.  The trouble was, 
bugs in his code made it scan the net very aggressively, running 
multiple copies of the code on every server it visited, taking up 
processing power, which gradually slowed the internet to a halt. It 
took days to clean up the infection. Mr Morris had inadvertently 
created the first cyber-attack on the internet. 

The impact of this inadvertent cyber-attack may have seemed 
substantial at the time given the comparatively minute scale of the 
internet then, compared to what it is now, but what was a misguided 
attempt at research ignited the fuel for more malicious intentions. 
Obtaining access to people’s and company’s data has become big 
business. 

Data has become the phenomenon of our time. The amount of data 
we are creating on a daily basis is truly staggering. More data has 
been created in the past 3 years than in the entire previous history 
of the human race. It is the basis of every business decision and 
handling and analysing data in the correct way can give you the 
competitive edge your organisation needs to survive. If this is true, 
then cyber-crime has to be the greatest threat to every organisation 
in the world. If we’re creating all of this data, where is it going and 
how is it being stored? 
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 Data storage 

A study by the University of California found that the information 
capacity of the world’s analog and digital storage is 295 billion 
gigabytes. This isn’t even taking into account the ever growing cloud 
based storage which is expanding so rapidly that obtaining an 
accurate figure for it is virtually impossible. 

The first pain point that many organisations faced with the 
advancement of the digital world was transferring their traditional 
paper-based systems to IT based systems. This process has still yet to 
be completed by a large number of organisations around the world, 
which poses its own security threats around the storage and disposal 
of physical documents, but it’s choosing where to store the newly 
created digital data when the headaches truly start to begin. 

Choosing where to trust when it comes to hosting your data is a task 
that shouldn’t be underestimated in its importance. The cost and 
time involved in building your own data centres means that this is 
simply not possible for other than the largest of multi-national 
companies, leading to the rapid adoption of cloud-based storage 
solutions. However, even the largest of these cloud-based 
companies can fall victim to data breaches.  

In 2016, details emerged of a large-scale data breach at the data-
hosting giants, Dropbox, involving 68 million username and 
passwords laid bare on the internet around the hacker forums. The 
most troubling aspect of this however was actually the data breach 
had occurred 4 years earlier in 2012 yet was brushed under the 
carpet allowing hackers free reign to access the affected user’s 
accounts for years.  

The cause of the hack was simply due to a Dropbox employee using 
the same company password that he also used for LinkedIn (which 
had also been hacked in a separate breach). This meant that an 
individual obtained the employee’s password from the LinkedIn 
breach data and went onto to use it to gain access to the Dropbox 
files. As is common practice, the data discovered in Dropbox was 
then released and shared online for other hackers to use. 

Dropbox is a fantastic service for storing your holiday photos but 
certainly shouldn’t be used for highly sensitive business documents, 
however for some the lure of a free and simple to access platform is 
just too great. The easiest way in for any hacker is to target an 
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organisation’s weakest link, which in most cases is the people 
working within an organisation, as outlined in the example above. 
The way of combatting this is with better education on cyber-
security. 

 

 Security education 

It is the responsibility of everyone within an organisation to promote 
good IT security, and some of the most basic and simple changes can 
have a huge impact on your company’s security. As highlighted in the 
Dropbox data breach, having more than one secure password 
between accounts can play a large role in securing yourself against 
hacks, as well as being constantly vigilant and aware to the potential 
of a hack, although being aware of the possibility and acting 
responsibly are two separate things. 

A study by the Friedrich-Alexander University in Germany found that 
whilst 78% of participants were aware of the threat posed by clicking 
unknown links in an email, 45% of them still clicked on the link 
anyway. The recent WannaCry ransomware attack that affected 
companies all around the globe was instigated by phishing emails, 
which once opened and clicked upon, spread through the local 
networks and remote hosts infecting machines where the latest 
security updates had not been installed, or that were running older, 
unsupported operating systems such as Windows XP. 

Running an older operating system on your organisation’s machines, 
such as XP, which hasn’t seen a security update since 2014, puts you 
at particularly high risk of attacks, but even updating to the most 
current OS doesn’t insulate you from these attacks if you do not 
regularly install the security updates available. 

It is a commonly held view that cyber-security will generally improve 
as the younger generations play more of an active role in our 
workforce, however recent studies show that, at least currently, this 
is not the case. 

In a study conducted in 2014 by a business application platform, 
discovered that 60% of the Millennials (those born in the 1980’s to 
the mid-1990’s) in the workforce at that time were not concerned 
about corporate security when they use personal apps, rather than 
corporate-approved apps. 70% of Millennials even admitted to 

- Major organisations 
affected by the WannaCry 

attack: 
 
 

- The UK’s NHS 
- US Hospitals 

- FedEx 
- Nissan 

- Deutsche Bahn 
- Telefonica 

- LATAM Airlines 
Group 

- State Governments 
of India 
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bringing in outside devices and applications into the enterprise in 
violation of IT policies. 

Internet of Things (IoT) connected devices are notoriously under-
protected in terms of their security measures and can provide an 
easy way into an organisations network for hackers. It’s not just 
outside devices that are easily hacked however, 44% of network 
connected printers in organisations are unprotected, which is 
something that 56% of companies ignore in the security strategy. 

Hackers are smarter and more-sophisticated than ever and the list of 
motives for committing these hacks is growing. What was once only 
considered as a way of extorting and prising ransom money from 
companies has now branched out to activist networks whose 
purpose is to hack and expose sensitive documents for a ‘greater 
cause’, and in some cases, just purely because they can. 

With all of this overwhelming evidence that cyber-attacks are on the 
increase in both their frequency and veracity, why then is it that in a 
study by computer giants Dell, 69% of organisations surveyed view 
data security as a burden? 

 

 Security begins at the top 

The ultimate responsibility for any organisation’s security policy falls 
on the board, and in most cases the CIO, yet this is not the only area 
that they cover and usually the task of justifying where they are 
adding value gets in the way of focussing on this task completely. It’s 
not that boards do not recognise data securities value, it’s that 
sometimes this less glamorous and complex task can be left behind. 

Digital transformation is a hot topic and one that has caught the 
attention of directors in every sector. The advancement of an 
organisation thanks to a greater use of connected technologies is 
what they are striving for, however, this can lead to the basics being 
forgotten. Cyber risks are often relegated to the status of an ‘IT 
issue’, yet only 10% of CIO’s consider cyber security a top business 
priority. 

By increasing the board’s awareness of the risks that a breach in 
cyber security poses, or having a risk officer or committee reporting 
to the board, you are much more likely to adopt more rigorous 
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structures put in place and for these to be widely adopted 
throughout your organisation, securing your long term security. 

An easy way to achieve this is by implementing technology to 
improve security at board level. In doing so you will raise awareness 
of the risks they are currently exposed to and demonstrate the role 
of technology in improving security and your business, and the value 
that could bring to other areas of the company.  

 

 Board portal technology 

By implementing technology in the boardroom, board members 
have greater access to all of the information they need in a secure 
manner. The best board portals on the market will host your data in 
highly secure data centres, ideally with the ISO27001 security 
certificate. The value of this certificate, not only to the data centres, 
but to the organisation overall will highlight just how seriously they 
take data security. 

The storing of your data in this way will provide a framework for the 
way your organisation manages its data, which should limit the 
temptation to use free, unsecure methods of data hosting. 

Board portals also give board members access to all their 
information on a tablet or phone app. This access is secured with 
encryption both in transit and at rest, securing the data at all times. 
By having secure yet easy access to the relevant information, board 
members can make better decisions as well as being able to easily 
follow up on agreed actions, ensuring that your teams stay on track 
with projects and deadlines, including those surrounding the finer 
details of information security. 

48% of boards discuss cyber security every few months as a 
minimum, however just a third review their level of acceptable IT 
security risks in this time. If you had a board portal solution which 
highlighted this need and made it an actionable item, then you 
would see this figure rise dramatically which in turn would increase 
your level of IT security. 

 

 

Visit website: 

 Board portal 
solution 
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Adopting a board portal is an easy first step for any organisation to 
take, but it’s not just the board that can benefit from the increased 
focus on transparency and governance, this can be easily extended 
throughout your organisation across all subsidiaries. 

 

 Promoting good governance through your organisation 

Every member of your workforce can benefit from more organised 
meetings, and in turn your organisation will benefit from them too. 
Meeting management technology provides the same benefits as 
your board portal, but in a more streamlined way. The information 
your teams need to function will be stored in a secure way, still with 
easy access yet providing the framework to organise your meetings 
more effectively and transparently around your agreed actions and 
decisions. 

Increasing transparency and increasing the awareness around 
security issues is the only way to guarantee your organisation tackles 
them head on and doesn’t hide from its responsibilities. 
Transparency may be the word at the heart of good governance, but 
your security is only as good as your weakest link. 

The complex structures of most companies means it’s getting harder 
to keep track of the many entities around the world, each with often 
markedly differing requirements. Trying to keep on top of this using 
papers and excel spreadsheets has often been seen as the only 
option for company secretaries, however the security risks that this 
poses are immense. 

By digitising all your data, storing it securely and accessing it via a 
secure portal, allows you to not only stay on top of your entities and 
their compliance, but also keeps this large body of information 
secure and only accessed by those with permission.  

 

 

 

 

Visit website: 

 Meeting 
management 
tools 
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 Conclusion 

Data security is known to be one of the most important areas to get 
right for any organisation, yet this is still often overlooked or under-
estimated in its importance. 

By introducing technology at board level, you can increase the focus 
on security and good information governance at the top of your 
organisation, setting the example for the rest of your company. 
Choosing the right technology is a crucial step for this process to 
succeed, but by working with a technology partner who takes 
security as seriously as you need to, you can better ensure a good fit. 

eShare works with hundreds of organisations and their IT 
departments all over the world and we understand the demands and 
challenges of the role. To hear more about how we can help address 
some of the issues outlined in this paper, please get in touch via 
email on info@eshare.net, or call us on +44 (0) 845 200 7829.. 
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